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INTRODUCTIO
N

Apache Commons Validator is a widely-used 
library for data validation in Java applications.

Report Source code

Our objective is to assess the dependability 
of this project through a series of structured 
steps.
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CI/CD

Workflows
Yaml files definition

Github 
Actions 
Monitoring

Execution 
Upon commit onto a branch



CI/CD
Workflows
Yaml files definition

Pre-existing workflows What we added
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Deployment



Web App Deployment

Docker 
Action

Dockerfil
e

Push 
Image

Build 
Image

DockerHu
b

Workflow



Web App Deployment



User Interface

Selection

Input Acquisition

Validation

Web App Deployment

Jar file
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Coverage

86%

Instruction 
Coverage

Strong Coverage 74%

Branch
Coverage



04
Mutation 
Testing



Mutation Testing

Fairly Robust

68%

Mutation 
Coverage

89%

Test Strength
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Refactoring



Steer clear of global 
variables

Replacement of 
clone methods

Return statements that 
need simplification

Test cases devoid of 
assertions

Multiple if statements 
instead of switch 
statements

Refactoring
Code Smells



Refactoring
SonarCloud Overview

From 166 to 82 code smells



Invocation of methods 
within the evaluation of 
for loop conditions

The preference for i++ 
over ++i in for loops

Use of arrays within for 
each loops

Refactoring
Eco-Design

More efficient while loops

Switch from i++ to ++i 
for better performance

Method calls outside of for 
loops conditions, less 
resources utilization
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BenchMarking

PreRefactoring

PostRefactoring

Better 
maintainability and 

readability

Comparable 
Performances



BenchMarking

PreRefactoring

EmailValidator



BenchMarking

PostRefactoring

EmailValidator
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Test Suite Generation

Randoop Evosuite

Tools

EvoSuite and Randoop 
are both tools used in the 
field of software testing, 

particularly for automatic 
test case generation in 

Java applications. 

Genetic algorithms and 
search-based techniques

Generates random 
sequences of method 
calls and constructor 

invocations 



Test Suite Generation

PreGen

Validator package

64%

Instruction 
Coverage

60%

Branch
Coverage



Test Suite Generation

PostGen

Validator package

Instruction 
Coverage

77%

Branch
Coverage

74%
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Vulnerabilities

FindSecBugs OwaspDPC

Static code analysis 
tool that is used to 
identify potential 

software defects or 
vulnerabilities in Java 

programs. 

Open-source security 
tool designed to help 
identify and reduce 

security vulnerabilities 
in an application's 
dependencies or 

third-party libraries.

Tools



Vulnerabilities

Bouncy Castle versions prior to 1.74

H2 Database Engine up to version 2.1.214

Jackson-databind library up to version 2.15.2

Maven core 3.8.0 and Maven settings 3.0

 Maven share utils 3.1.0

OwaspDPC FindSecBugs

Manual 
Review

False positives



Thanks!
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